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Overview

GENIUS SECURITY ASSESSMENT

Project Name:  Genius
Description: Ethereum, PulseChain, and possibly Binance Smart Contract-
based smart contract, designed with A.I to self-regulate and increase in
value for its users over time. It is immutable (cannot be changed) and has
no admin key (cannot be exploited by any human privilege).
Platform:  Ethereum; Solidity
Codebase:  Etherscan
Commits:
https://github.com/GeniusGENI/gsfc/commit/bcbf2a4a6c4a04017f13d4cc
cd3fa2f04ebd66a0
https://github.com/GeniusGENI/gsfc/commit/2c62ffc4146f99eb2a2f7d9d
41326a571967119d
https://github.com/GeniusGENI/gsfc/commit/ee225116e1667a22cf85442
6342220fe83eb1335
Delivery Date: November 22, 2022
Audit Methodology: Static analysis and manual review
Consultants Engaged: 1
Timeline: November 1, 2022 - November 22, 2022
This audit has been verified by Gleipnir Security.

GNS-01                             TODO's                                                                                   Informational 
GNS-02                            Typos in Code & Comments                                           Informational
GNS-03                            Third-Party Dependency                                                 Low
GNS-04                            Lack of Test Cases                                                              Low 
GNS-05                            Arbitrary External Calls                                                     Low
GNS-06                            Function Visibility                                                               Medium
GNS-07                            Calculation Error in Genius.sol                                        Medium
GNS-08                            Calculation Error in Calendar.sol                                    Medium

Findings



This audit report has been prepared
by Gleipnir Security with reporting
and testing conducted by a Certified
Cryptocurrency Auditor (CCA) by the
request of Genius. This audit was
conducted in an attempt to locate any
vulnerabilities or issues within the
source code of Genius's smart
contracts.

The files audited are Genius.sol,
Auction.sol, Calendar.sol, Hexodus.sol,
Miner.sol, Penalty.sol,
StabilityPool.sol, and Utilities.sol
found in GitHub repository
(https://github.com/GeniusGENI/gsfc/c
ommit/bcbf2a4a6c4a04017f13d4cccd
3fa2f04ebd66a0). Utilizing both
static and manual review processes,
this auditing process looks to these
considerations:

- Gauging the smart contracts
resilience to both typical and atypical
attacks.

- Use of industry standard within the
codebase.

- Logic and intention verification.

- Manual review done line by line
along with automated review with
Consensys MythX, Mythril, and
Slither.

Auditor:
Anna ten Bensel CCA #47657157
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Verification Platform for      
 Genius
EXECUTIVE SUMMARY

GENIUS SECURITY ASSESSMENT



GENIUS SECURITY ASSESSMENT

VULNERABILITY CLASSIFICATION

Each issue is sorted into one of four categories based on its risk level.

RISK LEVEL ASSESSMENT
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Medium CriticalInformational Low
The code

implementation is
either not a best
practice or dated

practice but pose no
immediate concern

or threat.

The code
implementation is not
a best practice, or use
a suboptimal design
pattern,which may

lead to security
vulnerabilies, but no
concern found yet.

The code
implementation does

not match the
specification at

certain conditions, orit
could affect the

security standard by
lost of access control.

The code
implementation

does not match the
specification, or it

could result in loss
of funds for contract

owner or users

During this audit, there were a total of 8 vulnerabilities found,
3 medium, 3 low and 2 informational. A GitHub ticket was
issued with the following vulnerabilities stated and their

location for the development team to be able to acknowledge
the vulnerabilities. Given the vulnerabilities, this contract and
project have been given a passing score of 98% for security.




















